
 
   

Year 8 Computer Science Curriculum  
 

 AUT1 AUT2  SPR1 SPR2 SUM1 SUM2 

Topic: 
 

Computer Crime 
Cyber Security  

Computer Crime 
Cyber Security  
Graphic Skills 

Graphics Skills Computational Thinking 
Block Based 
Programming 
Representation 
Binary 

Computational Thinking 
Block Based Programming 
Representation 
Binary 

Intermediate 
Programming  
skills 

Knowledge 
covered: 
 

 Explain that online services 
have terms and conditions 
that govern their use 

 Explain wht malware is and 
give some examples of how it 
operates and what the 
impact could be on a device 
or user (e.g. viruses, trojans, 
ransomware) 

 Explain what cookies are and 
can give examples of how 
online browsing can be 
tracked 

 Identify commercial content 
and scams (e.g. pop-ups, 
spam) and can discuss simple 
strategies to manage such 
content (e.g. pop-up 
blockers, junk folders, 
unsubscribing). 

 How presenting them self in 
different ways online carries 
both benefits and risks and 
they can describe and assess 
what these could be 

 Explain strategies to reduce 
potential risks 

 Explain how relationships can 
safely begin (on- line dating), 
develop, be maintained, 
change and end online 

 Explain app permissions and 
analyse them to make informed 
choices on which apps  are used 

 Explain how the security of 
devices connected to the 
internet may be compromised 
e.g. webcams, monitors, phones 
or toys 

 How secure sites are that store 
my content and can identify 
appropriate sites to inform my 
choices (e.g. https, Verisign). 

 The concept of software and 
content licensing 

 Explain the principles of fair use 
and apply this to case studies 

 Identify the potential 
consequences of illegal access or 
downloading and how it may 
impact me and my immediate 
peers 

 
Understanding the computer misuse 
enables students to operate within 
the law and understand their rights.  
 
The ability to protect themselves and 
others for life using the knowledge 
gained. 

Students can take this 
knowledge onwards 
to graphics and 
iMedia courses and 
use this for making 
images in later life. 
 
Be able to create 
graphics and edit 
them leads to skills 
needed industry and 
in higher education.  

Be able to use 
Computational thinking 
skills to overcome 
problems.  
 
Understand how 
computers store data.  

Gives students the ability to 
understand how digital devices 
understand language and 
enables human input.  
 
The understanding on storage 
will enable students to store 
digital information safety and 
on the correct media. 

Students will develop an 
understanding of how to 
plan and test programs.  
 
Know the importance of 
testing to ensure working 
solutions have been 
developed.  



 
 How to make positive 

contributions to online 
debates and discussions 

 How what I write online can 
also affect my school, family 
or social group, or future 
opportunities 

 Strategies to manage and 
protect tehir ‘digital 
personality’ 

 
Learn to use computers safely and 
legally.  
 
Understand the consequences of 
computer misuse.  
 
Know and apply computing 
legislation 

Online 
Resources: 
 

MS Teams 
Teach-ICT 
SAM Learning 
Seneca  
BBC Bitesize 
Idea.org.uk 
Code.org 

MS Teams 
Teach-ICT 
SAM Learning 
Seneca  
BBC Bitesize 
idea.org.uk 
Bebras Challenge 
Code.org 

MS Teams 
Teach-ICT 
SAM Learning 
Seneca  
BBC Bitesize 
Idea.org.uk 
Code.org 
 

MS Teams 
Teach-ICT 
SAM Learning 
Seneca  
BBC Bitesize 
Idea.org.uk 
Code.org 
 

MS Teams 
Teach-ICT 
SAM Learning 
Seneca  
BBC Bitesize 
Idea.org.uk 
Code.org 
 

MS Teams 
Teach-ICT 
SAM Learning 
Seneca  
BBC Bitesize 
Idea.org.uk 
Code.org 

 


